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ABSTRACT

The key to minimizing the effects of an
intentionally caused disease outbreak is early
detection ofthe attack and rapid identification of
the affected individuals. The Bush
administration's leadership in advocating for
biosurveillance systems capable of monitoring
for bioterrorism attacks suggests that we should
move quickly to establish a nationwide early
warning biosurveillance system as a defense
against this threat. The spirit of collaboration
and unity inspired by the events of 9-11 and the
2002 Olympic Winter Games in Salt Lake City
provided the opportunity to demonstrate how a
prototypic biosurveillance system could be
rapidly deployed. In seven weeks we were able
to implement an automated, real-time disease
outbreak detection system in the State of Utah
and monitored 80,684 acute care visits
occurring during a 28-day period spanning the
Olympics. No trends of immediate public health
concern were identified.

INTRODUCTION
The acts of bioterrorism in Fall 2001 brought the
realities of a biological warfare",2 attack into our
communities and drew attention to the emerging
science of early detection of disease outbreaks3.
Developing early warning systems for the
detection of bioterrorism has since become a
national priority4. To be effective, public health
surveillance systems need to take advantage of
timely data that is routinely collected and
available in standardized electronic formats5' 6.
The 2001 fall AMIA Symposium provided a
forum for comparing currently implemented
surveillance systems and showcased the Real-
time Outbreak and Disease Surveillance system
(RODS), which fulfills these criteria 7 849.

RODS is an electronic public health surveillance
system that has been deployed since 1999 in
Western Pennsylvania7. The system captures
clinical data from multiple and competing health
systems under shared data agreements. RODS
receives data in real time from existing clinical
information systems in the form of HL7
messages. It then automatically analyzes data
from all patients presenting for acute care with
chief complaints of diarrhea, rash, respiratory
illness, viral illness and other key symptoms and
looks for changes in the usual patterns. A web-
based interface provides access to a geographic
information system, graphical analytical tools,
and other analytical tools that facilitate rapid
investigation of suspicious trends

BACKGROUND
During the AMIA 2001 Symposium the first
discussions about the possibility of
implementing RODS for the Olympics in Utah
occurred. Scientists from the University of Utah,
Intermountain Health Care (IHC) and the
University of Pittsburgh realized that Utah
presented an ideal opportunity to test the
exportability of the RODS system.

IHC and the University of Utah Health Sciences
Center (UUHSC) represent two major health
care delivery organizations in the State of Utah
and have a long history in academic medical
informatics. A seven-county region accounts
for 78% of Utah's population and encompassed
all 10 Winter Olympic Venues. In that area,
IHC has nine emergency departments and 19
acute care facilities (e.g., urgent cares, instacares
and now cares) and the University of Utah has
one emergency department, one urgent care and
the Polyclinic located in the Olympic Village.
The combined organizations represent 50% of
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the emergency departmients and roughly 80% of
the acute health care facilities in the seven
county regions.

During a November 29h conference call
involving representatives of the universities, IHC
and the Utah Department of Health (UDOH), the
potential addition of RODS to the existing
Olympic surveillance strategy was discussed and
the University of Pittsburgh offered the use of
RODS. Subsequent meetings on December 13'h
and 14'h in Salt Lake City solidified the
conceptual agreement for the Utah RODS project
and launched a 7-week implementation effort.
This implementation covered the facilities listed
above and captured the following data elements:
date-time of visit, account number or MRN, age
in years, gender, local address zip code and chief
complaint or purpose of visit.

HEALTH SYSTEM CONCERNS
Increasingly, health systems are being required
to balance the risk associated with sharing data
on individual patients with the potential benefits
gained by contributing such information'0.
Timely detection of and effective response to a
bioterrorism attack requires sharing of patient
identifiable data from public and private health
care systems with "trusted" partners and public
health departments". This tension has been
accentuated by the new federal regulations,
promulgated under the Health Insurance
Portability and Accountability Act (HIPAA) of
1996 that change the practice of protecting the
privacy ofpatient information 12.

Although compliance with the HIPAA Privacy
Rule will not be enforced until April 2003,
participating healthcare systems in Utah have
chosen to adopt the regulations early. The
proposed Rule permits the disclosure of
protected health information for public health
surveillance activities but does not specifically
address the use of individually identifiable data
for performing public health surveillance
research"0. As a result different institutions
currently interpret the Rule differently. On one
hand, the RODS implementation in Utah can be
viewed as disease surveillance being performed
by the RODS laboratory in Pittsburgh for the
Utah Department of Health. On the other hand,
the project could be viewed as a research
experiment requiring compliance with HIPAA
and Institutional Review Board (IRB)
regulations. The end result in Utah was that one
institution chose to see the project as a public

health surveillance project and the other chose to
view the project as a research project.

Although RODS and the Utah communications
network infrastructure were donated by the
RODS Laboratory and Siemens Medical
Systems, respectively, the building and testing of
interfaces and network connections required a
modest commitment of time and personnel by
the health systems. The RODS implementation
came at a time when both IHC and the UUHSC
were in the process of replacing their existing
hospital information systems and resources were
stretched thin. To further complicate matters, the
regional healthcare systems were already
responding to mandates from the Utah
Department of Health to share acute care clinical
data to facilitate the expansive public health
surveillance efforts in place for the Winter
Games.

HEALTH DEPARTMENT CONCERNS
A substantial baseline level of public health
surveillance was in place for the Olympics.
Detectors capable of assaying air for selected
pathogens were placed throughout the region.
Daily phone calls were placed to the Poison
Control Center, the Office of the Medical
Examiner, selected primary care clinics,
workplaces, pharmacies, and veterinary clinics to
inquire after any unusual activity. Emergency
department registration logs from 23 facilities
were manually reviewed each day between 6:00
and 8:00 AM supplemented by manual chart
review for syndromic classification when
symptoms described in the logs warranted.
Intermountain Health Care provided daily
summaries of syndromic visits to EDs and acute
care facilities. Syndromic classification was
performed using semi-automated keyword
filtering of the free-text chief complaints. A
form-based syndrome monitoring system was in
place at 35 Salt Lake Organizing Committee-
operated clinics. With all these unfamiliar
sources of information and a heightened state of
concern, false positive alarms, data
misinterpretations and excess "noise" could have
had disastrous consequences.

DATA SHARING AGREEMENTS
Data sharing agreements were drafted that
described the technical methods by which the
privacy of the individual and of the involved
health system will be protected. The data
sharing agreements provided the legal basis for
the surveillance system.
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The negotiation of data sharing for the Utah-
RODS project was a complicated process

involving Institutional Review Boards (IRB),
Information Security Committees, privacy
officers, CIOs, vice presidents of health systems,
and attorneys. We discovered that approaches
worked out for one state are not fully
generalizable to another due to regional
variations in business practices, privacy

standards and working relationships with health
departnents.

PROJECT MANAGEMENT
A structured project plan was used in the Utah-
RODS project. We employed a Gantt chart to
understand the task structure and to manage the
project (Figure 1). It assigned responsibility for
specific tasks and subtasks at each level. The
Gantt chart identified four main task levels:
public health, network, data and application.

Figure 1. Simplified Gantt chart for Utah-
RODS project (created with MSt Project 2000).

The Public health level included tasks necessary

to establish the legal foundation of RODS;
executing the data sharing agreements,
establishing an administrative structure to
oversee the management of Utah data and
obtaining IRB approval from both health
systems. This level also included the tasks of
gaining acceptance of RODS at the Local Health
Department (LHD) level and integrating the
system with the existing Olympic Surveillance
Strategy.

The tasks required for providing the data for
RODS were covered in the Data level of the
Gantt chart. These tasks included verifying data
availability, performing any necessary

enrichment and building and testing the actual
HL7 interfaces.

The tasks of implementing and testing the
Virtual Private Network (VPN) and leased line
networks employed for Utah-RODS were

detailed in the network level of the Gantt chart.
Sample tasks include design, equipment
procurement, VPN router configuration,
installation and testing, and leased line circuit
installation and testing.

The application level covered the tasks entailed
with adapting RODS to display and analyze Utah
data. These tasks included adaptation of the
geographical information system, user interface
and analytical components ofRODS.

The Gantt chart was included in weekly email
progress reports highlighting achievements and
identifying critical tasks to be completed. The
Gantt chart provided a visual means to track
advancement through the various tasks and to
assure no task went unassigned or uncompleted.
We think that the task structure we developed is
generic and would be extremely valuable in

planning and managing a third deployment.

IMPLEMENTATION
The implementation process began on December
17th, 2001 and RODS was running with Utah
data by February 4th (7 weeks). The two health
systems reached their individual milestones
within a week of each other. Timely progression
through the public health tasks proved to be our

greatest challenge. IRB approval for the project
was received from both institutions within 5

weeks but the data sharing agreements were not
executed until weeks 6 and 7 due to prolonged
negotiations.

Within 3 weeks from the start we had confirmed
data availability and constructed and tested the
HL7 interfaces. Within 5 weeks the secure

network connections between the health systems
and the RODS laboratory were installed and
tested.

The adaptation of the RODS application and its
integration into Public Health went surprisingly
well given that RODS received no live Utah data
until February. The donation of resources and
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expertise from SIEMENS and ESRI greatly
facilitated the timely completion of networking
and geographical information system adaptation.

The RODS implementation succeeded largely
because of the remarkable voluntary contribution
of time, resources, and technical expertise by the
individuals involved in the collaboration. When
participants are motivated by a clear goal, and
genuine interest inspired by national tragedy,
project management and system implementation
can be a rich and rewarding experience.

PUBLIC HEALTH INTEGRATION
The UDOH had several concerns about how to
integrate RODS into their existing public health
surveillance structure. RODS final role in the
Olympics was chosen to be an early warning
system used to detect large exposures. For these
reasons the RODS detection algorithms were set
to detect only markedly abnormal increases in
prodrome counts.

The RODS surveillance effort used a two-tiered
response structure similar to the one used by
UDOH to manage the output of other unfamiliar
systems (e.g. pathogen detectors). A Technical
Advisory Group (TAG) with representatives
from the RODS laboratory, the health systems,
UDOH and any implicated Local Health
Departments (LHD) would perform a
preliminary review of any unusual trends
detected by RODS. The TAG would report
analyses and recommended responses to a Policy
Advisory Group should concerning trends be
identified.

The Utah Department of Health's State
Epidemiologist, Robert T. Rolfs, MD, MPH,
played a central role in the acceptance of RODS
by the State and Local Health Departments. His
leadership role in the Division of Epidemiology
facilitated the integration of RODS across five
LHD jurisdictions. We think that accomplishing
this level of acceptance and integration of an
unfamiliar surveillance system would be
impossible without a strong internal proponent
like Dr. Rolfs.

RESULTS
In just seven weeks, we were able to implement
the RODS system in Utah. From the 28 days
from February 4th to March 4th we monitored
80,684 acute health care visits in Utah mapping
firee-text chief complaints to seven prodromes
(Table 1.)

Viral 16,755 20.77%l
Respirator_y 6,422 7.96%
Encephalitic 4,048 5.02%
Diarrheal 1,719 2.13%
Rash 1,172 1.45%
Hemorrhagi 661 0.82%
Botulinic 25 0.03%
Other 49,882 38.18%
Total 80,6841

Table 1 RODS prodrome counts for 7 counties
in Utah from February 4h to March 4t 2002.

While there were no acts of bioterrorism or
unusual disease outbreaks during the Olympics,
the RODS system was turned on while Utah was
experiencing its yearly influenza epidemic. The
prominence of viral and respiratory prodromes
detected by RODS reflected the widespread
influenza activity documented by the UDOH for
same period'7.

The primary detection algorithm, the recursive
least square (RLS) adaptive filter (described
elsewhere) 16, "fired" twice during this period.
The first alert was generated when the number of
patients from Morgan County presenting within
a 24-hour period complaining of viral symptoms
reached seven, just slightly above the alarm
threshold of 6.69 expected cases for that day.
The second alert was generated when the number
of patients with hemorrhagic complaints reached
33 in the seven counties within a 24-hour period,
just above the expected threshold of 29.34. On
both occasions the TAG was able to quickly
dismiss the statistical alert as a false alarm.

CONCLUSION
This project demonstrated that an automatic
electronic disease outbreak surveillance system
based on existing messaging standards could be
rapidly deployed in Utah. The arrival of the
Winter Olympics in Salt Lake City in the "post
9-11 era" provided powerful driving forces for
this implementation and created a culture of
cooperation that may be difficult to replicate.
This implementation had several additional
unique features. The RODS laboratory
generously donated the system, their expertise
and their resources. Both of the participating
health care systems had existing advanced
information systems, network infrastructure and
HL7 messaging expertise. In addition, the
critical decision makers in both health care
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systems and at the State Department of Health
were all members of the University of Utah
Medical Informatics faculty. This assemblage of
generosity, talent, infrastructure and leadership
facilitated the successful, rapid implementation
of RODS in Utah. The "Olympic deadline"
proved to be extremely important for driving the
most problematic and time-consuming task of
the implementation - the negotiations
surrounding the sharing of data from competing
health care systems.
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